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This document discusses the rising use of images in spam email, and documents MailMarshal’s success in combating this new 
type of spam. 
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What is Image Spam? 
Image spam is spam with an attached image. Spam with pictures is not new but in the 
past almost all spam images were actively downloaded from the web by the email 
client upon viewing. 

Spam with an attached image is a relatively new phenomenon, which only started to 
appear in numbers in the second half of 2005. Image spam exploded in mid 2006. June 
saw image spam reach almost one in every three spam messages. 
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Source: Marshal Spam Archives 

Why Image Spam? 
Why are spammers turning to image spam? To avoid anti-spam devices it seems. 
Image spam has several advantages for spammers: 

• It gets the message across, by-passing anti-spam techniques that scan the 
message body for spam-like text. 

• Pretty graphics allow for a colorful and “professional” message. 

• It allows for several new techniques for spammers to randomize each message, 
again by-passing anti-spam techniques based on signatures. 
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It’s only “text” 
Some images consist only of words; the image below is from a recent spam email: 

 

Randomization Techniques 
To avoid signature-based anti-spam devices, spammers have acquired the ability to 
randomize each image file on the fly, by subtly altering size, color and inserting random 
pixels in each file. Here are some examples: 

Stock Spots  
Note the insertion of colored pixels at random: 

 

 



WHITEPAPER – Rise of Image Spam  

   

4

Color Streak 
Note the multicolored lines of pixels at the bottom of the image: 

 

Shades of Gray 
Can you see the subtle changes in color between these two images? 
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Stock Splits 
This new trick, associated with a certain type of stock spam appeared in June 2006. 
The spammer splits the original image into multiple images, again to avoid signature 
filters and possibly image scanning software as well. 

Note the three attached images, viewed in a MailMarshal Console: 

 

 

The images are these: 
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The email client re-assembles the pieces when the message is opened: 

 

Why is Image Spam a Problem? 
The surge in image spam means one thing: spammers have found some degree of 
success in by-passing traditional anti-spam technologies. As illustrated above, the 
mere use of images renders simple text-based scanners useless. The recently acquired 
ability of spammers to randomize and split images means each image is unique. 
Systems relying on “fingerprinting” or signatures become less effective. 

Another issue is impact on bandwidth and email servers. Text-only spam is mostly less 
than 5KB per message. Image spam is much larger – ranging in size from 12KB to 
70KB.   

Effectiveness of MailMarshal against Image Spam 
MailMarshal has been an effective defense against the flood of image spam. It does 
not rely solely on text scanning and does not use signature-based detection. Rather, 
MailMarshal, with its SpamCensor technology, adopts a wide-spectrum approach, 
utilizing advanced heuristics, header pattern analysis, email-body analysis, URL and IP 
lookups, message size and composition. The fact that spam includes an image, or that 
the main idea is encapsulated in an image, is of little significance.  

MailMarshal performs exceptionally well against image spam. The graph below shows 
MailMarshal performance against image Spam during the image spam ’flood’ in May 
and June 2006. Only once during this period, did the effectiveness drop below 99%. In 
six out of the nine weeks the effectiveness was above 99.5%.  
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Source: Marshal live “honeypot” streams 

Conclusion 
Image spam is on the rise. Encapsulating words in an image and new randomization 
techniques mean spammers are having some success against traditional anti-spam 
devices, based on simple text scanning and signatures.  

Enterprises need a multi-faceted solution that goes beyond the traditional spam 
detection technologies. MailMarshal provides such a solution, and it has proven 
effective against image spam.
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