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This document discusses the rising use of images in spam email, and documents MailMarshal’s success in combating this new
type of spam.
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What is Image Spam?

Image spam is spam with an attached image. Spam with pictures is not new but in the
past almost all spam images were actively downloaded from the web by the email
client upon viewing.

Spam with an attached image is a relatively new phenomenon, which only started to
appear in numbers in the second half of 2005. Image spam exploded in mid 2006. June
saw image spam reach almost one in every three spam messages.
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Why Image Spam?
Why are spammers turning to image spam? To avoid anti-spam devices it seems.
Image spam has several advantages for spammers:

e [t gets the message across, by-passing anti-spam techniques that scan the
message body for spam-like text.

e Pretty graphics allow for a colorful and “professional” message.

o [tallows for several new techniques for spammers to randomize each message,
again by-passing anti-spam techniques based on signatures.
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It's only “text”
Some images consist only of words; the image below is from a recent spam email:

Hello,
Yo have bean chosen to participate in an invitation only limited time event!

Ara you currently paying over 3% for your mortgage? STOP! We can help vou lowar that
today!

Answar only a faw questions and we can give you an approval in under 50 seconds it is
that simplal

And stop fighting for lendars,let tham fight for youl

Make them work for your business by giving you the lowest rates around!

Two hundred and thirty thousand dellar loans are availabla for cnly threse hundred and
forty dollars/month!

WE ARE PRACTICALLY GIVING AWAY MONEY!

Think your credit is too bad to get a deal like this? THINK AGATN!
We will have you saving your money in no time!

Are you ready to save your money?

Regards.

Randomization Techniques

To avoid signature-based anti-spam devices, spammers have acquired the ability to
randomize each image file on the fly, by subtly altering size, color and inserting random
pixels in each file. Here are some examples:

Stock Spots
Note the insertion of colored pixels at random:

Forecasttor July, 2006

nee: $5 50 :
m Price Target, $1 2.00

MARSHAL
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Color Streak
Note the multicolored lines of pixels at the bottom of the image:

It's time to save on medicinesl
ABSOLUTELY NO PRESCRIPTION! FAST SHIPPINGI!

r | VIAGRA - CIALIS - VALIUM - TRAMADOL - AMBIEN
‘ SOMA - XANAX - PROPECIA - MERIDIA - ATIVAN
’ "ELEBREX - PROZAC - PAXIL - LIPITOR

iscreet package, to your door! Shipped from Canadal

CLFCK HERE AND SAVE 70% ON ME[_J!CINES NGW_I_ i

Shades of Gray
Can you see the subtle changes in color between these two images?

HAN DBAGS TIFFANY & Co

& PURSES JEWELRY
NECKTIES | PENS

a5,
hand-sewn with the finest silks “carve JT 111 I\”I 1eT nl

M*RSHAL

cure. Protect. Comply.
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Stock Splits

This new trick, associated with a certain type of stock spam appeared in June 2006.
The spammer splits the original image into multiple images, again to avoid signature
filters and possibly image scanning software as well.

Note the three attached images, viewed in a MailMarshal Console:

Message I Log Details

=1 B44ad72E70000. 44ad79563000d.0001
_13 Message Headers
_1_:I Message Body
_13 Message Body
E’] deepen.gif
E’] precondition. gif

E’] veil. gif

The images are these:

To All Investors..

An Investor ALERT is being issued starting right NOW.
Keep your eyes glued Thursday 6th, 2006
EXPLOSIVE PICK FOR OUR MEMBERS!

Trade Date: Thursday, July 6, 2006
Company: COSCO ESP Inc.
Symbol: CCPI

Price: $0.31

Investor were very excited to hear about the new overseas relationships developed,
especially Foﬂnmgf company announceing of a 53,000 O000.00 contract with MASS
Services gnm is a considerable jump from the contract for
3265 .00 from Feb of this year.

Movement on this stock is not a surprise once you have done the due diligence. We are seeing great
things for this company and its investors over the next few days, and in the week to come.

Nan't mice nit and st vaore hid in far fivot thinae Thoredar: maamine
WE EXPECT THIS TO TAKE OFF AT THE OPENING BELL THURS
MORNING.

Don't Snooze and Loose...

DAY

M*RSHAL

cure. Protect. Comply.
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The email client re-assembles the pieces when the message is opened:

=3 Internet scoundrel [Z]@
4:

{ Fle Edt View Todls Message Help

& & .8 & X w U (A8

Reply Reply &l Forward Print Delete Addresses
From: Edna Schneider
Date: Friday, 7 July 2006 7:07 a.m.

To: daxoni@ganymede, com
Subject:  Inkermet scoundrel

To All Investors..

An Investor ALERT is being issued starting right NOW.
Keep your eyes glued Thursday 6th, 2006
EXPLOSIVE PICK FOR OUR MEMBERS!

Trade Date: Thursday, July 6, 2006
Company: COSCO ESP Inc.
Symbol: CCPI

Price: $0.31

Investor were very excited to hear about the new overseas relationships developed,
especially following company announceing of a $3,000,000.00 contract with MASS
Energy Services Ca.{gag;s This is a considerable jump from the contract for
$265,000.00 from Feb of this year.

Mevement on this stock is not a surprise once you have done the due diligence. We are seeing great
things for this company and its investors over the next few days, and in the week to come.

Don't miss out and put vour bid in for first thing Thursday morning.
WE EXPECT THIS TO TAKE OFF AT THE OPENING BELL THURSDAY
MORNING.

Don't Snooze and Loose...

Why is Image Spam a Problem?

The surge in image spam means one thing: spammers have found some degree of
success in by-passing traditional anti-spam technologies. As illustrated above, the
mere use of images renders simple text-based scanners useless. The recently acquired
ability of spammers to randomize and split images means each image is unique.
Systems relying on “fingerprinting” or signatures become less effective.

Another issue is impact on bandwidth and email servers. Text-only spam is mostly less
than 5KB per message. Image spam is much larger — ranging in size from 12KB to
70KB.

Effectiveness of MailMarshal against Image Spam

MailMarshal has been an effective defense against the flood of image spam. It does
not rely solely on text scanning and does not use signature-based detection. Rather,
MailMarshal, with its SpamCensor technology, adopts a wide-spectrum approach,
utilizing advanced heuristics, header pattern analysis, email-body analysis, URL and IP
lookups, message size and composition. The fact that spam includes an image, or that
the main idea is encapsulated in an image, is of little significance.

MailMarshal performs exceptionally well against image spam. The graph below shows
MailMarshal performance against image Spam during the image spam ‘flood” in May
and June 2006. Only once during this period, did the effectiveness drop below 99%. In
six out of the nine weeks the effectiveness was above 99.5%.

M‘NRSHAL

cure. Prote 1ply.
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MailMarshal Spam Censor Detection of Image Spam
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Source: Marshal live “honeypot” streams

Conclusion

Image spam is on the rise. Encapsulating words in an image and new randomization
technigues mean spammers are having some success against traditional anti-spam
devices, based on simple text scanning and signatures.

Enterprises need a multi-faceted solution that goes beyond the traditional spam
detection technologies. MailMarshal provides such a solution, and it has proven
effective against image spam.

MARSHAL

Secure. Protect. Comply.
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